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LEGAL SHADOW
LooMs OVER NT

BY ELLIS BOOKER

IS WINDOWS NT NEXT?

Although the government’s antitrust case filed
last week against Microsoft explicitly targets
Windows 98, questions are swirling about
whether other Microsoft products, most notably
Windows N'T, could be next,

And that’s a more disconcerting prospect for 'l
which relies to a greater extent on N (o run server
By business applications

Micronolt CEO and ehatemun B Ciaten vaised
s wpocter st week

I'he Department of Jus
fee's “baste principle is that
we shouldn’t be able to put
in new functionality...that’s
iovery l‘mmd‘ Nl ulﬂ lll‘nnp_‘.
that obviously would affect
all the different
Windows,” Gates said at a
news conference.

The rest of Microsoft’s
response, however, was
largely unchanged: Win-
dows 98 will ship on sched-
ule on June 25, the govern-
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forms of

"“Microsoft realized
Netscape posed a
peal threat to
Windows."

—D0J’s Joel Klein

Tapping Into Giga, Tera Hyhrids

BY JEFF CARUSO
AND SAROJA GIRISHANKAR

GIGABIT AND EVEN TERABIT
horsepower are being brought to
bear on those sluggish IP backbones.

And from many indi- _
cations, service providers
and their virtual private
network (VPN) and intranet cus-
tomers are waiting eagerly.

Argon Networks Inc., for in-
stance, will announce in June a hy-
: brid ATM switch and IP router.

Called the GigaPacket Node, the
160-Gbps routing switch will sup-
port 64 different OC-48 (2.4-Gbps)
interfaces. The switch will support
lower-speed interfaces, but Argon
declined to specify how many. The
switch is designed to han-
dle OC-192 (10-Gbps)
interfaces as well, said
Chris Baldwin, vice president of
marketing at Argon.

Pricing for the GigaPacket Node is
expected to begin at around $100,000.
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Hackers: Users,

BY RUTRELL YASIN

SO FAR, THE INTERNET HAS
Been o pretty wile place to do business

O B it

Soven hnckers
Plegvy Tnduntrion, an fndependent
witchdog group— last told the
Sennte Committee on Governmental Af
fairs that it would take only 30 minutes
for them to render the Internet unusable
IO PO ommmaation Tl
for the entire nation, The
testified under their Internet aliases.

In fact, they asserted the Internet in-
frastructure is so fragile—the underly-
ing network protocols are more than 20
years old—that it would be possible to
terminate communications between the
United States and all other counfries,
and to prevent major backbone providers such as
MCI and AT&T from routing network traffic to
each other. The hackers said they contributed these
findings, and at least 19 security advisories, to the
appropriate government agencies.

LOpht members are concerned about govern-
ment and corporate naivete about security, and
their testimony can raise consciousness among cor-
porate users, said Mark Gembicki, executive vice
president of WarRoom Research LLILC, a provider
of business competitive analysis and developer of
the new report “Corporate America’s Security
Intelligence Risk.”

As if the LOpht members’ startling testimony
wasn’t enough, officials from the General Account-
ing Office told the committee that the GAO has un-
covered serious computer security weaknesses at the
State Department and Federal Aviation Administra-
tion that could jeopardize those agencies’ operations.
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TME-10 DEPLOYMENTS
TesT IT PERSEVERANCE

BY AMY K. LARSEN
Orlando, Fla.

MANAGEMENT FRAMEWORKS ARE ABOUT
as far removed from a shrink-wrapped software
solution as you can get.

Yet IT professionals who have weathered the
implementation storm insist a framework can pay
off in the end.

Tivoli last week hosted 2,000 I'T professionals
anxious to learn from the accomplishments—and
struggles—of other companies with TME-10
implementations.
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Online trading
may look eas
but Charles
Schwab’s

shift to the
Web was an
eye-opening
experience.
PAGE 30
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BY SAROJA GIRISHANKAR

AT A GLANGE
CHARLES SCHWAB

Headgquarters: San Francisco
Number of employees: 12,700
Number of active accounts: 5.2 million
Current assets: $407 billion
Number of online accounts: 1.52 million
1997 revenue: $2.3 billion
Primary lines of business: Financial services,
electronic brokerage
Source: Charles Schwab

InternetWeek

! 3“ www.internetwk.com

THE INTERNET HAS BEEN GOOD TO
Charles Schwab & Co. Inc. The brokerage—
known for its no-frills discount services in
the *70s—is dancing to the Internet tune in
the *90s. It hasn’t always been a smooth waltz, but the results
are an impressive spectacle of leaps and fancy footwork.

With 41 percent of its trades now online—half of that
going over the Web—the company has 1.52 million active
online accounts valued at $112 billion.

If Schwab is writing the book on online trading, it’s a
lesson in swift business decisions fully supported and
embraced by top management, followed by technical
breakthroughs delivered by a savvy IT team that’s in step
with management and its vision. Neither budget nor time

May 25, 1998

crunches seem to daunt the team effort.

In fact, Schwab is now putting in place an I'T infra-
structure—including Java-based applications—to han-
dle what it projects will be phenomenal growth for the
next decade as well. By 2000, it expects 80 percent to 90
percent of trades to occur online and over the Web,
with a mind-boggling rate of 4 million transactions an
hour. Quite an ambition for a company with $407 bil-
lion in assets.

Many companies struggling with less lofty electronic-
commerce goals may ask how such projects really are
achieved. InternetWeek asked, too. On the following pages,
we trace Schwab’s successes and missteps in the past two

and a half years as it built an electronic trading legacy.

Photo lllustrations by Bill Mallon
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Breaking Through The Code

It was the first week in October
1995. All that James Chong re-
members is that it was a sunny
SWWRISRSC  day in San Francisco. So was
the mood inside the understated computer
laboratory on the eighth floor of 101
Montgomery St.

For a change, the small group of pro-
grammers had a bit of fun and were ex-
changing high-fives over a fairly simple
programming chore that was not even on
their agenda.

Little did they know that this “simple”
programming task was to change the strate-
gic course of their financial services compa-
ny and the industry.

Thirty-seven-year-old Chong, who was
then vice president of transaction process-
ing architecture, and his crew of five pro-
grammers had just completed the prototype
of a Web front end for Schwab’s back-end
trading system. Chong now calls it a “quick
and dirty job” that was done in two weeks
and was, in fact, an exercise of sorts to re-
lieve the rigors of a bigger and more strenu-
ous programming project.

Meanwhile, outside of Schwab’s world,
the Internet was becoming a reality, and,
like other corporations, Schwab established
an informational corporate Web site.

Times were competitive, and some of
Schwab’s rivals—Iombard Securities and
E*Trade Group Inc.—were starting to offer
trading on the Web, but no one knew
whether such services would take off.

Security was another major issue. Al-
though Chong and others knew that compa-

Once Charles Schwab saw that
secure Web trading could be-
. come a reality, wheels started
g turning fast. On Oct. 7, 1995,
four people met at the first brainstorming ses-
sion to evaluate the Web development. The
party included Vincent Phillips, vice pre.si—
dent of Web systems; James Chong, vice
president and chief architect of the I'T group;
Ken Richmond, project director of Sentry
middleware; and Cynthia Alley, director of
electronic brokerage product development.

Impressive as the gathering was, they re-
alized that they had neither the technical
skills nor the time to take up a Web devel-
opment project. So, the consensus was to
outsource the task and immediately issue a
request for proposal. “It was a hard def:ision
to make because we were a strong engineer-
ing team,” says Phillips. A month later, on
Nov. 7, the RFP went out.

Simultaneously, in late November, Schwab
recruited a top gun who knew the Web busi-
ness and could get cranking on the mission.
Gideon Sasson, vice president of informa-
tion services at IBM, was responsible for
Big Blue’s proposed Web business and L-
mail services. Sasson was anointed as
Schwab’s executive vice president of elec-
tronic brokerage in the last week of Novem-
ber, before such a business existed.

ny chairman “Chuck” Schwab was tracking
competitors’ road to the Web, he had issued
no mandate for Web development efforts.

For the most part, they were urgently fo-
cused on building component-based mid-
dleware that would link the brokerage firm’s
back-end host trading system with specific
financial services software, such as equity
trading. Indeed, the two-year middleware
development, which allowed for a plug-and-
play component architecture, would even-
tually become the key factor in the Web
trading application.

Dancing For The Ghie

Sasson’s honeymoon barely lasted three
days before he and his team found them-
selves in the hot seat: They had underesti-
mated Chuck Schwab’s enthusiasm. While
Sasson and others were at an off-site meet-
ing at the nearby Clairmont Hotel, they got
a call from the boss. “He said Web trading
was an important strategy for Schwab and
he wanted to launch it in 60 days; on Valen-
tine’s Day,” recalls Phillips. “When a
chairman calls, you put on your
dancing shoes.”

Bargaining with the chair-
man is never easy. But the
Schwab team managed to get
another 30 days grace and
agreed to deliver a Web trading
system on March 31.

The project was dubbed Cu-
pid for the original Valentine’s
Day launch. Meantime, the
RFPs from three major ven-
dors—IBM, MCI and Sun Mi-
crosystems—and three smaller
vendors came back. Most re-

quired nine to 12 months and
cost more than $2 million.
Schwab did not have the time.
“We had no choice but to do it
ourselves,” says Phillips.

Battle plans were drawn:

In fact, that routine week in October
eventually transformed the brokerage firm
into a leading Web-trading powerhouse,

Dubbed Sentry, the middleware linked
business components such as buying and
selling equities to the mainframe-based host
trading system.

The goal was to add brokerage and finan-
cial services quickly through the reuse of
business components while shortening the
life cycle of software development.

“We thought the Web software was cool
and decided to show it to our CIO and exec-

James Chong, standing,
and programmers Atour
RAyvaz, foreground, and
Scott Bond, inadvertently
Spurred Schwah's Web
trading efforts.

Chong’s team would deliver the compo-
nent APIs and the Sentry middleware.
This would link actual trades with the
CICS back-end trading and transaction
monitor system by encapsulating and con-
verting TCP/IP data to IBM SNA for-
mats. The architecture would have to al-
low for linear addition of Web servers on
the front end.

Phillips’ crew would create the Web

utive vice president Dawn Lepore. But then
she decided to collect a few people on her
way to the lab,” remembers Chong.

Lepore did not bring just a few other
programmers. She brought David Pottruck,
Schwab president and co-CEO; Chuck
Schwab; Roger Neaves, vice president of in-
frastructure; and Ken Richmond, the proj-
ect manager of the Sentry host-off-load
product. The rest is history.

“Chuck [Schwab] was a little bit sur-
prised that we had created a browser front
end. And when he placed and completed a
trade for 100 shares of Schwab from a test
account from the browser, he got very ani-
mated,” says Chong,

The executive team stayed at the lab for
an hour while Schwab grilled them about
the viability and security of Web-based
trading. The discussion continued, with
Pottruck saying that the risk was not neces—
sarily from outside hackers but from people
slipping through the firewalls and acciden-
tally impacting the integrity of databases.

Within six weeks, Chuck Schwab
decided to take an aggressive
and ambitious leap
to the Web. Chong
takes little credit
and humbly credits
the chairman for
having the corpo-
rate vision.

“Chuck had the
seed, and we just
poured water on
it,” says Chong.

trading application using C-based CGI
Script and HTML, with some use of Dy-
namic HTML to build templates to reduce
repetitious chores. Schwab chose Netscape
Communications’ Enterprise Server suite as
its platform. The team worked on both
Netscape and Microsoft browser front ends;
16-hour days became routine. “We lived and

breathed the Web software.”
TRENDS, PAGE 32 D>

While off-site, left to right Scott Bavis, Cynthia Alley and Vincent
Phillips yot the edict from Chuck Schwab to move forward fast.
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And then there were hiccups.

- The first code drop, sched-

uled for Feb. 7, had bugs in

Mt the cquity trade software.

“All day long, we had all kinds of errors on
the trading screen,” Phillips recalls.

So, the code was not ready, and Phillips
was called into Sasson’s office on a Friday
afternoon. The scene was not pretty. Sas-
son wanted to reschedule the code drop
and all the other schedules.

Somehow, Phillips persuaded him to
extend the deadline until Monday. All six
members of the Web team
worked all weekend, getting
the barest sleep. But, the
work got done.

Feb. 26 found the team do-
ing integration testing between
the Web system and the mid-
dleware, but a lot of work on
the infrastructure was still
pending. New routers, firewalls
and Domain Name Service
servers had to be added. Inter-
net services from MCI and
BBN Planet were being added.

dege

1,7 v , 996.'
Web trading

end
61l 7,000 active

witl $42 bet-

Let The Trading Begin

On March 7, Schwab started testing the
Web trading within the company, increasing
the number of people to several scores.

D-Day arrived on March 31, and a ner-
vous group of 20 people gathered at 6 a.m.
in the conference room outfitted with the
actual Web trading server. A preselected
group of 50 Schwab customers were ready
to trade over the Schwab server.

Bagels and doughnuts were untouched
although Alley and Phillips drowned them-

selves in pots of coffee. At 6:30, the mar-
kets opened on the East Coast, and the
: crew saw trade after
trade go smoothly.

“It took us 30 min-
utes before we realized
all systems were go,
and it was party time,”
says Phillips.

The job was done,
complete, finito. And
the cost? Less than $1

million and in only
three months as op-
posed to the nine to
12 months and the $2

996:
accowntts i

million that outsourcers had asked.

prise: huge demand. The company original-
ly expected to ramp up 10,000 customers to

But then Schwab had yet another sur-

Z,

T A e
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use its Web trading service by the end of
1996, but that number was reached by the
end of May. Once again, the Schwab IT
team was sent into a tailspin.

Ready for a test run from bottom left are
Ken Richmond, James Chong, Gideon
Sasson and Vincent Phillips. Top row, Scott
Bond, Atour Ayvaz and Andrea Vieraitis.

Too Much Success?

April to a current 50.

Adding 47 Web servers required expan-
sion to the network infrastructure. “We
went from two Cisco 7500 routers to eight
7500 routers and on the LAN side, moved
from shared Ethernet to 100 megabits
Ethernet switching,” says Roger Wong,

Schwab’s technical director
of communications services,

In all, Schwab’s massive
TCP/IP  global network
uses 550 Cisco routers and
several unspecified Catalyst
5500 switches. Metropolitan
ATM services link core ur-
ban regional offices. A pot-
pourri of network and sys-
tems management wares
from IBM’s Tivoli Systems
Inc. unit, Hewlett-Packard’s
OpenView, and other perfor-

Once the anxiety of the launch
: subsided by the summer of

B 1996, Phillips’ team found it-
Y self paying a systems overhead
price for its success, adding Web servers on
a daily basis at times, going from three in

mance and network sniffers keep tabs on
network health.

April 30, 1996 is another date that Sas-
son remembers well. The security mea-
sures for the Web servers—Netscape’s
Merchant Servers—required VeriSign’s
digital certificate technology to comply
with the Secure Sockets Layer standard.

“Because the Web service grew in two
weeks to the level that we expected to hap-
pen in a year, we had major challenges;
especially, we had to outfit cight Web
servers with VeriSign’s digital certifi-
cates. They said they
needed 48 hours, and
we didn’t have 48
hours,” says Sasson.

Sasson used his clout
as a huge customer and
phoned VeriSign’s pres-
ident and CEO directly.
The result: Schwab got
the digital certificates
in a matter of hours.

In fact, with the
stock market on the
rise, in the first week of

May 1996 volume went through the roof
and Schwab had to turn away customers.
The success was too much too soon.
“You don’t turn away customers because
they might go to competitors” and that was
unacceptable to a company already playing

catch-up with Lombard and E*Trade. Sas-
son again used his connections and turned
to IBM, which was supplying the server
hardware. IBM had readied SP/2 AIX
servers that let new processors be added. In

SCHWAB, PAGE 34 D>

Reality hit when Web services grew in two weeks to what was expected to happen in
a year, says Gideon Sasson, left. He and Vincent Phillips had to keep the networl up.
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no time, 16 SP/2 servers were installed at
Schwab, easing the bottleneck traffic.
Simultaneously, Schwab developers be-
gan updating their legacy systems to Java
applets that would add richer and livelier
interfaces for customers, compared with the
flat and noninteractive HTML interface.

The Java applets also would allow for newer
services, such as Asset Allocation, that
would walk customers through a rich set of
investment choices.

Code-named Investor Oriented Soft-
ware, the project was partly outsourced to
Agorics Inc., a San Francisco consultancy,
and was completed in four months. Service
launched in August 1997 and now Schwab
has 200 Java developments in progress.

“The customer demand for Web trading

services was simply overwhelming and we
had to move up our plans for expansion,”
says Sasson.

In a year, the number of active online ac-
counts doubled from 617,000 in December
1996 to 1.2 million, while associated assets
ballooned from $42 billion to $80 billion.

Compounding the challenge, the stock
market drop of 500 points and the ensuing
fiasco of October 1997 was a wake-up call
for most financial service firms. Network

Japan's leading telecom provider — NTT — has been connecting people and businesses with cutting-
edge services for over 100 years. Today, our Global Systems Integrafion Services provide failsafe solutions
for end-to-end corporate connections around the planet. And our Arcstar Global Communications
Services unite major cities across the U.S., Europe and Asia with high-speed infocommunication

highways. As we continue to branch into new areas, one principle is certain to

endure: we’re here fo bring people together, now and for generations to come.

Connecting the world through multimedia
For more information on how NTT can connect you, call 1-800-4-NTT-USA, or visit our website: http://info.ntt.co.jp

&

NTT

NIPPON TELEGRAPH AND TELEPHONE CORPORATION
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traffic on Schwab’s Web site doubled that
day to 10 million transactions, running at
130 percent of the network capacity.

Of course, this meant severe bottleneck
pressure on Schwab’s Internet pipe, a sin-
gle 10-Mbps line from BBN Planet—now
GTE Internetworking—and several back-
up T'1 links provided by MCI.

For Schwab, reality was put to the test
when its trading system had to handle 130
percent of its usual traffic. It meant that 30
percent of customers

were not able to con- The trading

nect when they want- system
ed to. would have

The brokerage’s top to handie
management team re- much more
alized that its trading than 2
system would have to million
handle much more transactions
than 2 million trans- an hour.

actions an hour. And

the Internet pipes—at T'1 and lower rates—
that linked Schwab’s 1.52 million accounts
to the brokerage would not cut it anymore.

It was time to expand the core capacity
of the trading system substan-
tially and beef up the Internet
connections. Sasson did not
want to be caught short again.

Finally, Schwab decided to
go with two new ISPs—the
company declined to name
them—and bigger Internet
pipes. Additionally, two 45-Mbps DS3
links, one from each ISP, and several T1s
were chosen as backup. “If one of our ISPs
goes down we’ll be able to pick up services
from the other, and we have made sure that
even if an entry point to the Internet expe-
riences a problem, we would instantaneous-
ly get backup from another place,” says
Steve Ariana, vice president of electronic
brokerage technology.

Bigger Internet links by themselves
will not solve all problems. According to
Ariana, Schwab has worked out priority
routing, service level agreements and qual-
ity-of-service guarantees with its ISPs to
cover all bases. Now, customer service is
the focus.

Phillips says that Schwab is resolving a
major flaw associated with Java applets.
“The question is how long it will take to
download these Java applets and will cus-
tomers wait that long?” Focus groups
showed that customers would tolerate a
three-minute wait over a 28.8 modem line.
In the end, the team was able to exceed cus-
tomers’ requirements.

To sharpen its Java implementation,
Schwab this month will use Marimba’s
Castanet technology to make the applet
persistent on the desktop. Only changes to
the Java applet will be downloaded, further
reducing the download time.

Continuing its breakneck pace, Schwab
is working on eliminating the middleware
piece altogether by incorporating it in the
core host system. The servers, component
APIs and Java applications will reside in the
host, and existing COBOL programs would
have Java wrappers and look like Java-
Beans. The client interface also will be a
JavaBean. The switchover is scheduled for
the fourth quarter.

The goal: reduce software development
time and put out competitive services, even
faster—if that’s possible. ®



